


The Independent Commission on Multilateralism

(ICM) is a project of the International Peace Institute

(IPI). It asks: How can the UN-based multilateral

system be made more “fit for purpose”?

In answering that question, the ICM has analyzed

fifteen topics. These include armed conflict, humani-

tarian engagements, sustainable development, and

global public health, among others (see complete list

in Annex 2). The goal of the ICM is to make specific

recommendations on how the UN and its member

states can improve responses to current challenges

and opportunities.

The ICM undertook simultaneous tracks of research

and consultation for each issue area on its agenda.

The Commission initially launched in New York in

September 2014, followed by subsequent launches

in Vienna, Geneva, and Ottawa. In February 2015, the

ICM briefed delegates from the five UN Regional

Groups in New York. The Commission also convened

meetings with Ambassadorial and Ministerial Boards

in New York, Vienna, and Geneva. Global outreach

included briefings to officials in Addis Ababa, Berlin,

Brasilia, Copenhagen, New Delhi, London, Madrid,

Montevideo, and Rome. Civil society and private

sector outreach and engagement also constituted an

important component of the ICM’s consultative

process, including a briefing specifically for civil

society in June 2015.

The research process began with a short “issue

paper” highlighting core debates and questions on

each of the fifteen topics. Each issue paper was

discussed at a retreat bringing together thirty to

thirty-five member state representatives, UN

officials, experts, academics, and representatives

from civil society and the private sector. Based on

the inputs gathered at the retreats, each issue paper

was then revised and expanded into a “discussion

paper.” Each of these was uploaded to the ICM

website for comment and feedback, revised accord-

ingly, and presented at a public consultation. The

public consultations were webcast live on the ICM’s

website to allow a broader audience to take part in

the discussions.

This paper is one of the fifteen final “policy papers”

that emerged from this consultative process. A

complete list of events taking place as part of

consultations on this specific issue area and of those

involved is included in Annex 1. The recommenda-

tions from all the policy papers are summarized in

the ICM’s September 2016 report Pulling Together:
The Multilateral System and Its Future.
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The Impact of New Technologies

Executive Summary

A new wave of technology is driving rapid global

change. This technological change has created new

opportunities for multilateral cooperation, but the

UN has at times struggled to keep up with the pace

of change. This struggle results in part because

private sector and civil society actors are often in the

lead when it comes to technological innovation.

Another challenge is that new technologies present

not only opportunities but also new threats to

humans and their freedoms. To effectively keep up

and adapt, the UN must determine where it can play

a useful role and where existing mechanisms and

other actors are better placed.

New technologies present opportunities for multilat-

eral cooperation across a wide range of areas. The

potential of new technologies to support sustainable

development is widely recognized, and this is the

area where the UN has come the farthest in

integrating them into its discussions and work. The

ten-year review of the World Summit on the Informa-

tion Society (WSIS+10) drew a strong link between

new technologies and sustainable development,

including in the 2030 Agenda. Though far from a

panacea, these technologies also provide opportu-

nities for preventing conflict and for responding to

humanitarian needs. The UN recognized the

potential for new technologies to enhance peace

operations in the 2015 reports of the Expert Panel on

Technology and Innovation in UN Peacekeeping and

the High-Level Independent Panel on Peace

Operations. Technology can also transform the

relationship between governments and their people,

though not always for the better.

While new technologies offer wide-ranging opportu-

nities to improve people’s lives, they also present

challenges, many of which require multilateral, multi-

stakeholder solutions. One such challenge is the

enduring “digital divide” both between and within

countries, which has led to several multilateral

mechanisms for transferring technology to the

developing world. Internet governance also faces a

challenge in its democratic deficit. While many

believe multilateral actors should stay out of Internet

governance, selective multilateralism in this area

could help address this deficit, as long as what is

already working well is preserved. In addition, cyber

threats and new technologies such as armed drones

require the multilateral system to develop new laws

and norms and to adapt existing international human

rights and humanitarian laws to meet these

challenges.

Based on these opportunities, challenges, and

existing multilateral responses, the paper provides a

number of recommendations for the UN and

member states:

1.    Identify a UN focal point on cyber issues: The

appointment of a clear UN focal point on cyber

issues would consolidate the UN’s currently

disjointed approach and make it a more credible

player on an issue that demands greater interna-

tional engagement.

2.   Map UN venues dealing with new technologies:
Mapping the venues where new technologies are

being used could identify good practices and

needs, thereby helping streamline and consoli-

date efforts to more effectively use technology

to achieve the UN’s objectives.

3.   Ensure coherence among new mechanisms:
New technology transfer mechanisms need to be

connected to one another to accelerate progress

toward achieving the 2030 Agenda and the Paris

Agreement without duplicating efforts and

competing for resources.

4.   Create a “cyber and innovation compact” with
the private sector and civil society: Inputs and

expertise from these actors should be accorded

far greater pride of place across the multilateral

system.

1
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5.   Recognize cyberspace as a global public good:
This could be done through a General Assembly

resolution declaring that cyberspace should be

used for “peaceful purposes” in the interests of

humanity.

6.   Establish a UN-guaranteed depository as a
safe-keeper of big data: Member states could

mandate this body to help collect, structure, and

store data, especially from regions where the

infrastructure is not safe or sufficient.

7.    Consolidate and build analytical capacity: The

UN could help provide greater analytical and

statistical capacity when member states lack it.

8.   Support and integrate confidence-building
measures: The UN Secretariat and member

states should develop a strategic approach to

implement these measures at the regional and

subregional levels to ensure the security and

sustainability of cyberspace.

2
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3

A new wave of technology is driving rapid global

change. This is the latest of several “waves” of

technological change that have taken place

throughout modern history, driven by inventions

ranging from steam power to electricity to the

automobile. The current technological wave is

remarkable for its speed and its level of impact on

economic development and social transformation.2

Sometimes called the “fourth technological revolu-

tion,” it “is characterized by a fusion of technologies

that is blurring the lines between the physical, digital,

and biological spheres.”3

This technological change has created new opportu-

nities for multilateral cooperation. The need for a

multilateral response to technological change is

nothing new; it was recognized as early as 1865 with

the creation of the International Telegraph Union

(ITU, renamed the International Telecommunication

Union in 1934), the oldest existing international

organization. Since then, the UN has been seeking

not only to find its role in addressing new technolo-

gies but also to integrate these technologies into its

other areas of work—from sustainable development

to humanitarian engagement to peacebuilding and

conflict resolution.

Nonetheless, the UN and other multilateral institu-

tions have struggled to keep up with the pace of

technological change. This struggle results in part

because private sector and civil society actors are

often in the lead when it comes to technological

innovation. International governance of the Internet,

for example, has largely taken place outside of

multilateral and state institutions—and many argue

it should stay that way. Another challenge is that

new technologies not only present opportunities for

increasing the greater good but also can pose a

threat to humans and their freedoms. In adapting to

new technologies and addressing these threats, the

UN must determine where it can play a useful role

and where existing mechanisms and other actors are

better placed.

Based on extensive consultations with representa-

tives of states, various UN entities, and civil society,

as well as subject-matter experts, this paper explores

the impact of new technologies on peace, security,

and development and identifies areas where the

multilateral system could play a positive role. It does

not aim to give a comprehensive overview of the

landscape of new technologies; it aims to analyze

opportunities these technologies present across a

number of areas and how the multilateral system

anchored in the UN is addressing them. The paper

also explores how the multilateral system is

addressing several crosscutting challenges posed by

new technologies. Finally, it offers the multilateral

system concrete recommendations on how to

benefit from new technologies and develop

frameworks and norms to govern and regulate their

use.

Introduction1

1  The ICM is grateful to Anja Kovacs for her expert contributions to this paper.

2  Jeffrey D. Sachs, The Age of Sustainable Development (New York: Columbia University Press, 2015), p. 82.

3  Klaus Schwab, “The Fourth Industrial Revolution: What It Means, How to Respond,” World Economic Forum, January 14, 2016,
available at www.weforum.org/agenda/2016/01/the-fourth-industrial-revolution-what-it-means-and-how-to-respond .

www.weforum.org/agenda/2016/01/the-fourth-industrial-revolution-what-it-means-and-how-to-respond
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Multilateral cooperation on information and commu -

nications technologies (ICTs) dates back to the

creation of the ITU in 1865. Since then, and particu-

larly with the advent of the Internet and mobile

phones, opportunities for ICTs to support sustain-

able development, prevent conflict, improve humani-

tarian action, and transform state-society relations

have greatly expanded. These new technologies

have also led to an exponential increase in the

amount of data being produced, which can be used

to measure the impact and improve the effective-

ness of work in a range of spheres. UN peace

operations in particular can benefit from new

technologies, from unmanned aerial vehicles to

global positioning system (GPS) tracking devices.

Supporting Sustainable Development

The potential of ICTs to support economic develop-

ment is widely recognized. For example, there is an

estimated 1.38 percent increase in gross domestic

product (GDP) for every 10 percent increase in

broadband penetration in low- and middle-income

countries.4 As such, economic development is the

area where the UN has come the farthest in

integrating new technologies into its discussions and

work. The 2000 UN Millennium Declaration, which

laid out goals for a more peaceful, prosperous, and

just world, contained a commitment to “ensure that

the benefits of new technologies, especially informa-

tion and communication technologies,… are available

to all.”5 The following year, when the UN General

Assembly endorsed holding the World Summit on

the Information Society (WSIS), it put this process

explicitly in the service of reaching the Millennium

Development Goals (MDGs).6

The link between new technologies and sustainable

development was again highlighted in the outcomes

of several major UN conferences in 2015: the Sendai

Framework for Disaster Risk Reduction, the Addis

Ababa Action Agenda on financing for development,

the 2030 Agenda for Sustainable Development, the

Paris Agreement on climate change, and the World

Summit on the Information Society +10 (WSIS+10)

outcome document.

The WSIS+10 reviewed the previous ten years of

implementation of the WSIS, including its commit-

ment to sustainable development. Its outcome

document, which the General Assembly adopted in

December 2015, committed member states to build

a “people-centric, inclusive, open and development-

oriented information society where everyone can

create, access, utilize and share information and

knowledge.”7

The outcome document called for close alignment

between the follow-up of the WSIS+10 and the 2030

Agenda, which was adopted just three months

before. Due to the cross-cutting nature of ICTs, they

contribute to all seventeen of the Sustainable

Development Goals (SDGs) laid out in the 2030

Agenda. Target 9.c specifically calls on member

states to “significantly increase access to information

and communications technology and strive to

provide universal and affordable access to the

Internet in least-developed countries by 2020.” The

4

Harnessing the Potential
of New Technologies

4 International Telecommunication Union, “Impact of Broadband on the Economy,” April 2012, p. 4.

5  United Nations, Millennium Declaration, UN Doc. A/RES/55/2, September 8, 2000, para. 20.

6 UN General Assembly Resolution 56/183 (January 31, 2001), UN Doc. A/RES/56/183.

7  UN General Assembly Resolution 70/L.22 (December 13, 2015), UN Doc. A/70/L.33, para. 5.
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2030 Agenda also contains a commitment to “fully

operationalize the technology bank and science,

technology and innovation capacity-building

mechanism for least-developed countries.”8 These

targets have the potential to accelerate progress in

the countries that need it most. Nonetheless, it has

been argued that ICTs should feature more

prominently in the 2030 Agenda.9

The WSIS+10 outcome document also officially

endorses another global plan linking ICTs and

sustainable development, which the ITU adopted in

2014: the Connect 2020 Agenda for Global Telecom-

munication/ICT Development.10 The 2020 Agenda

commits member states to “an information society…

where telecommunication/ICT enables and acceler-

ates socially, economically and environmentally

sustainable growth and development for everyone.”

Its four goals and seventeen targets include

increasing global access to ICTs, bridging the digital

divide between developed and developing countries,

and reducing waste and emissions resulting from

ICTs.11 Implementation of the 2020 Agenda will

complement and reinforce the SDGs.

While new technologies have driven economic

growth, they have also contributed to environmental

pollution. Storing data in the “cloud” requires

massive digital warehouses that use enormous

amounts of energy—roughly equivalent to the

output of thirty nuclear plants worldwide.12 The

metals needed to build the components of ICT

devices are often extracted in developing countries

using environmentally destructive methods.

Moreover, the amount of electronic waste (or e-

waste) is rapidly increasing; it exceeded 40 million

tons in 2014 and is growing by 4 to 5 percent per

year.13 Much of this waste is toxic and is illegally

dumped in developing countries.14

Multilateral action on e-waste has taken place

through the Global Partnership on Waste Manage-

ment, whose work on e-waste management is led by

the ITU. The work plan developed under this partner-

ship aims "to mainstream and disseminate environ-

mentally sound management of e-waste in

developing countries" through development of

sustainable business plans.15

Like ICT, data, both “big” and “small,” can play a

crucial role in efforts to promote sustainable

development, particularly in measuring progress

toward the SDGs. Data provides benchmarks to

assess and enhance the effectiveness of develop-

ment efforts. According to the Independent Expert

Advisory Group on a Data Revolution for Sustainable

Development, “Without high-quality data providing

the right information on the right things at the right

time, designing, monitoring and evaluating effective

policies becomes almost impossible.”16 While the

lack of high-quality data hurts developing countries

most, challenges in data collection, standardization,

disaggregation, and timeliness compromise sustain-

able development in all countries.

“Big data” presents a largely untapped opportunity

5

8   UN General Assembly Resolution 70/1 (September 25, 2015), UN Doc. A/RES/70/1, paras. 9.b, 17.8.

9   David Kirkpatrick, “The Impact of New Technologies on Peace, Security, and Development,” keynote address to the Independent
Commission on Multilateralism, October 23, 2015, available at www.icm2016.org/IMG/pdf/kirkpatrick_-_icm_keynote.pdf .

10  UN General Assembly Resolution 70/L.22, para. 25.

11   International Telecommunication Union Resolution 200, Connect 2020 Agenda for Global Telecommunication/Information and
Communication Technology Development, 2014.

12  James Glanz, “Power, Pollution and the Internet,” New York Times, September 22, 2012, available at
www.nytimes.com/2012/09/23/technology/data-centers-waste-vast-amounts-of-energy-belying-industry-image.html .

13  C. P. Baldé, F. Wang, R. Kuehr, and J. Huisman, “The Global E-Waste Monitor 2014,” United Nations University Institute for the
Advanced Study of Sustainability, 2014, available at 
https://i.unu.edu/media/unu.edu/news/52624/UNU-1stGlobal-E-Waste-Monitor-2014-small.pdf .

14  John Vidal, “Toxic ‘E-Waste’ Dumped in Poor Nations, Says United Nations,” The Guardian, December 14, 2013, available at
www.theguardian.com/global-development/2013/dec/14/toxic-ewaste-illegal-dumping-developing-countries .

15  See http://web.unep.org/ietc/what-we-do/global-partnership-waste-management-gpwm .

16  Independent Expert Advisory Group on a Data Revolution for Sustainable Development, A World that Counts: Mobilising the Data
Revolution for Sustainable Development, United Nations, November 2014, p. 2, available at 
www.undatarevolution.org/wp-content/uploads/2014/11/A-World-That-Counts.pdf .

www.icm2016.org/IMG/pdf/kirkpatrick_-_icm_keynote.pdf
www.nytimes.com/2012/09/23/technology/data-centers-waste-vast-amounts-of-energy-belying-industry-image.html
https://i.unu.edu/media/unu.edu/news/52624/UNU-1stGlobal-E-Waste-Monitor-2014-small.pdf
www.theguardian.com/global-development/2013/dec/14/toxic-ewaste-illegal-dumping-developing-countries
http://web.unep.org/ietc/what-we-do/global-partnership-waste-management-gpwm
www.undatarevolution.org/wp-content/uploads/2014/11/A-World-That-Counts.pdf
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for sustainable development. “Big data for develop-

ment” involves “turning imperfect, complex, often

unstructured data into actionable information.”17

While big data is not a panacea, according to a

report by UN Global Pulse it could “allow decision

makers to track development progress, improve

social protection, and understand where existing

policies and programmes require adjustment.”18 The

success of big data in supporting development

depends on support from governments and collab-

oration among governments, the private sector, and

academics. It also depends on the development and

implementation of new norms and institutional

frameworks for responsibly using and sharing big

data.19

In terms of “small data,” collection of statistics at the

national, district, and municipal levels requires more

investment in data-literacy training, as well as

development and increased availability of software.

Basic spreadsheet programs, such as Excel or

Google Sheets, can cost little or nothing, and profes-

sional-grade statistical packages, such as R and

Python’s Pandas library, are open-source. Commit-

ment to the principles of open data, open standards,

open source, and open innovation could broaden the

community of analysts and policymakers integrating

and scaling out solutions toward the delivery of the

SDGs. A number of UN agencies, including the UN

Children’s Fund (UNICEF), UN Development

Programme (UNDP), and UN Office for the Coordi-

nation of Humanitarian Affairs (OCHA), have joined

dozens of other development actors in endorsing

these and other “Principles for Digital Develop-

ment.”20

A number of UN initiatives have begun recognizing

the potential of data for development. The UN

Global Pulse initiative was created in 2009 “to

accelerate discovery, development and scaled

adoption of big data innovation for sustainable

development and humanitarian action.”21 In 2013 the

High-Level Panel of Eminent Persons on the Post-

2015 Development Agenda called for a “data revolu-

tion for sustainable development, with a new

international initiative to improve the quality of

statistics and information available to people and

governments.”22 The following year, the Independent

Expert Advisory Group on a Data Revolution for

Sustainable Development published a report calling

for a UN-led effort to foster and promote innovation

to fill data gaps, mobilize resources to overcome

inequalities in data access, and improve leadership

and coordination.23

Following the adoption of the 2030 Agenda for

Sustainable Development in 2015, the Global

Partnership for Sustainable Development Data, a

global network of governments, NGOs, and

businesses, was created to ensure governments have

the data tools they need to meet the SDGs. The

Digital Impact Alliance, housed in the United Nations

Foundation, was also launched in 2015 to bring

together the public and private sectors in using data

to help the most vulnerable people.24

Preventing and Responding to Violence and
Conflict

New technologies can also help bolster conflict

prevention, which is at the very foundation of the UN

Charter but continues to suffer from a lack of

political and financial investment. ICTs provide

opportunities to collect data about crime and

conflict and reduce the gap between warning and

response. For example, crisis mapping, social media

mapping, and crowdsourcing tools can help

6

17  Emmanuel Letouzé, “Big Data for Development: Challenges and Opportunities,” UN Global Pulse, May 2012, p. 6, available at
www.unglobalpulse.org/sites/default/files/BigDataforDevelopment-UNGlobalPulseJune2012.pdf .

18  Ibid., p. 4.

19  Ibid, p. 42.

20 See http://digitalprinciples.org/ . 

21  See www.unglobalpulse.org/about-new .

22 High-Level Panel of Eminent Persons on the Post-2015 Development Agenda, A New Global Partnership: Eradicate Poverty and
Transform Economies through Sustainable Development, United Nations, 2013, available at
www.post2015hlp.org/wp-content/uploads/2013/05/UN-Report.pdf .

23 Independent Expert Advisory Group on a Data Revolution for Sustainable Development, A World That Counts.

24 See http://digitalimpactalliance.org/what-we-do/ .

www.unglobalpulse.org/sites/default/files/BigDataforDevelopment-UNGlobalPulseJune2012.pdf
http://digitalprinciples.org/
www.unglobalpulse.org/about-new
www.post2015hlp.org/wp-content/uploads/2013/05/UN-Report.pdf
http://digitalimpactalliance.org/what-we-do/
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generate data on conflict indicators. The data

generated from these tools can help identify

patterns associated with conflict and peace in order

to better inform efforts to prevent conflict or to

monitor violations of cease-fires or human rights.25

It is dangerous, however, to assume that technolo-

gies provide an easy solution to preventing conflicts.

They represent just one conflict prevention tool

among many, need to be adapted to specific

contexts, and should reflect local input.26

It is also important to consider the potential negative

impact of ICTs. The same technologies that can be

used to spread messages of peace can also be used

to propagate radical ideologies, as demonstrated by

the Islamic State’s use of social media to promote

violent extremism. UN Secretary-General Ban Ki-

moon acknowledged this risk in his 2015 Plan of

Action to Prevent Violent Extremism, which notes

that “the rapid expansion of violent extremist ideolo-

gies…is being facilitated by the technological revolu-

tion.” Among other things, this plan of action

recommends that UN member states work with

social media companies and the private sector to

develop national communications strategies,

research the relationship between social media and

violent extremism, and provide online forums for

victims to tell their stories.27

The multilateral system has increasingly recognized

the potential of ICTs to prevent violence and conflict.

The 2005 Tunis Commitment, a consensus

statement of the WSIS, recognized the important

role ICTs can play in preventing and resolving

conflict, supporting humanitarian action, facilitating

peacekeeping, and assisting post-conflict peace -

building and reconstruction.28 The UN Development

Programme (UNDP) has implemented programs

using new technologies to prevent conflict and is

further exploring ways in which ICTs can contribute

to peace, security, and sustainable development.29

At the regional level, the Intergovernmental

Authority on Development (IGAD), which includes

eight countries in East Africa, launched an

ICT4Peace project as part of its Conflict Early

Warning and Response Mechanism (CEWARN).

However, such mechanisms have not always used

the data they retrieve to take meaningful early

action.30

Bolstering Humanitarian Responses

There have been increasing multilateral efforts to use

ICTs and data to bolster humanitarian responses,

both in situations of violent conflict and in the wake

of natural disasters. OCHA led development of

guidelines for incorporating big data into humani-

tarian operations in 2015.31 OCHA has also spear -

headed efforts to increase sharing of and access to

humanitarian data, including through a Centre for

Humanitarian Data it established in 2017.32

Other technologies, such as unarmed unmanned

aerial vehicles (UAVs), or drones, can facilitate data

collection for humanitarian responses. UAVs are

increasingly part of the immediate response to large-

scale natural disasters, as demonstrated by the 2015

earthquake in Nepal. Beyond disaster response,

UAVs have been used to conduct mapping exercises

to reduce the risk of disasters. UAVs are also

contributing to search-and-rescue operations in the

Mediterranean by helping to identify boats of

migrants and refugees in need of assistance. Though

not yet broadly practical, in the future UAVs could

7

25 International Federation of the Red Cross and Red Crescent Societies, The Red Cross and Red Crescent’s Principled Approach to
Innovation, June 2015, available at http://blogs.icrc.org/gphi2/2015/07/08/1173/ .

26 Francesco Mancini, ed., “New Technology and the Prevention of Violence and Conflict,” International Peace Institute, April 2013,
available at www.ipinst.org/2013/04/new-technology-and-the-prevention-of-violence-and-conflict .

27 UN Secretary-General, Plan of Action to Prevent Violent Extremism, UN Doc. A/70/674, December 24, 2015.

28 World Summit on the Information Society, Tunis Commitment, UN Doc. WSIS-05/TUNIS/DOC/7-E, November 18, 2005, para. 36.

29 UN Development Programme, “Issue Brief: Using Technologies for Conflict Prevention,” March 2012.

30 Sheldon Himelfarb, “Can Big Data Stop Wars before They Happen?” Foreign Policy, April 25, 2014, available at
http://foreignpolicy.com/2014/04/25/can-big-data-stop-wars-before-they-happen/ .

31  Katie Whipkey and Andrej Verity, Guidance for Incorporating Big Data into Humanitarian Operations, UN OCHA, September 2015, avail -
able at http://digitalhumanitarians.com/sites/default/files/resource-field_media/IncorporatingBigDataintoHumanitarianOps-2015.pdf .

32 See www.agendaforhumanity.org/initiatives/3848 .
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help deliver humanitarian relief to hard-to-reach

areas.33

Two other initiatives addressing the role ICTs can

play in improving humanitarian action were launched

at the 2016 World Humanitarian Summit. The Global

Humanitarian Lab aims to serve as a partnership

between humanitarian organizations, the private

sector, governments, and affected populations to

facilitate bottom-up innovation, including in learning

and digital fabrication technologies.34 The Global

Alliance for Humanitarian Innovation focuses on

developing consistent and more effective policies

and standards for enhancing humanitarian action,

including by systematically innovating humanitarian

technologies.35 The hope is that these two initiatives

will be mutually reinforcing.

Moving toward Tech-Enabled Peace Operations

UN peace operations can benefit immensely from

integrating new technologies into their work. Partic-

ularly useful for peace operations are technologies

that facilitate monitoring and observation, including

unmanned aerial vehicles (UAVs), video monitoring

systems, motion detectors, and satellite imagery.36

These technologies can particularly help peace

operations in the asymmetric threat environments in

which they increasingly operate.

As the use of new technologies in peace operations

expands, their benefits and drawbacks have

attracted increasing attention from researchers and

policymakers. For example, while UAVs can improve

data collection, transportation, and communication

in peace operations, they also become part of the

conflict dynamic, with all the attendant risks.37 The

ways these new technologies are used can also be

controversial. In particular, intelligence gathering

remains a sensitive subject for the UN and its

membership, even if it has lost some of its negative

connotations.38 Nonetheless, new technologies can

benefit peace operations in many less controversial

areas of their mandates, including monitoring and

protection of civilians. ICTs can also facilitate “partic-

ipatory peacekeeping,” whereby peace operations

give locals a place to send their observations, alerts,

and insights, which can build confidence between

peacekeepers and local populations.39

The UN is starting to make significant progress in

incorporating new technologies into its peace

operations. In 2014 the UN secretary-general

mandated a panel of experts to look into the use of

technology and innovation in UN peacekeeping. In

its final report, the panel stated that “the availability

and effective use of [modern] technology represents

the essential foundation—the very least that is

required today—to help peacekeeping missions

deploy to and manage complex crises that pose a

threat to international peace and security.” The

report recommends integrating new technologies

into many aspects of peacekeeping operations,

including to sustain the basic needs underpinning

the ability of missions to function, help missions

execute their mandates more effectively, and

streamline mission support operations. It also

recommends institutionalizing innovation and

continuous technological adaptation.40

The UN secretary-general’s High-Level Independent

Panel on Peace Operations (HIPPO) endorsed these
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recommendations, suggesting that priority be

placed on “enabling” technologies to improve safety

and security, capacity for early warning and civilian

protection, health and well-being, and shelter and

camp management.41 The extent to which these

recommendations are implemented remains to be

seen.

Transforming State-Society Relations

ICTs also present opportunities to empower citizens

and transform their relationship with the state. Social

media and mobile phones have revolutionized

people’s ability to organize and coordinate protest

movements, from the Arab uprisings to protests in

Ukraine to the Occupy Movement. Real-time photos

and videos uploaded to social media can also

expose government corruption or abuse and

increase government responsiveness to citizen

concerns.

Crowdsourcing, in particular, presents an opportu-

nity to empower citizens and transform their

relationship with the state.42 Crowdsourcing can

augment more traditional routes for participation,

such as elections and referenda. It can make govern-

ment decision-making processes more inclusive and

transparent and allow citizens to better assess their

outcomes, indirectly increasing their legitimacy.43

One recent example is Iceland’s attempt to

crowdsource a new constitution, which included

extensive use of social media to gather feedback.44

Many countries have experimented with online

participatory governance, from websites where

citizens can provide the government feedback to

virtual “town hall” meetings. These participatory and

deliberative approaches can promote a move from

vertical toward horizontal power structures.

The UN incorporated elements of crowdsourcing to

increase the transparency and participatory nature

of the process for selecting the secretary-general in

2016. This process included the use of social media

and an online platform for people to ask questions

to secretary-general candidates.45 The secretary-

general’s envoy on youth also launched a

crowdsourcing initiative as part of the Global

Partnership for Youth in the Post-2015 Development

Agenda.46 These and other such processes provide

opportunities for multilateral institutions to engage

and partner with civil society.

However, ICTs do not always transform state-society

relations for the better. Access to new technologies

is often uneven and can be manipulated by govern-

ments. Users face privacy and security risks, partic-

ularly as some governments crack down on social

media users or use new technologies in ways that

break down citizen trust, such as by conducting

mass surveillance.47 Moreover, the easy manipulation

of information and sources and the risk of viral

dissemination without verification can propagate

misinformation and fake news. Social media users

also risk finding themselves in “information cocoons”

where they are not exposed to differing opinions,

potentially increasing political polarization.
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47 Helena Puig Larrauri and Anne Kahl, “Technology for Peacebuilding,” Stability: International Journal of Security & Development 2, no.
3 (2013).
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Compared to its work in other areas, the multilateral

system has been slow to recognize the potential for

new technologies to improve—or worsen—state-

society relations. But in 2011 eight governments and

nine civil society organizations launched the Open

Government Partnership, which has expanded to

seventy-five countries. In endorsing the Open

Government Declaration, countries have pledged to

“increase access to new technologies for openness

and accountability,” including making more informa-

tion public and creating secure online spaces for

public engagement.48 While still in its early stages,

this partnership demonstrates the possibility of

increased multilateral engagement on governance

and technology.49
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While new technologies offer wide-ranging opportu-

nities to improve people’s lives, they also can exacer-

bate inequality between and within countries or

open dangerous new frontiers for conflict. Many of

the challenges presented by new technologies will

require multilateral, multi-stakeholder solutions.

Overcoming the Digital Divide

Access to ICTs remains highly unequal between

developed and developing countries, as well as

between rich and poor and between men and

women within countries. This is not new: landline

phones and electricity have also not spread equally

around the world. Moreover, mobile phones may

have helped developing countries leapfrog their

communications infrastructure past landlines

directly to cell towers.

Nonetheless, although there are 97 mobile-phone

subscriptions per 100 people globally, residents of

the least-developed countries still lag behind, partic-

ularly in rural areas that lack a mobile signal. The

divide is even more striking in terms of access to the

Internet; while 82 percent of people in developed

countries use the Internet, the proportion is just 35

percent in developing countries, 21 percent in Africa,

and 9 percent in the least-developed countries.50

According to the MDGs Gap Task Force, “As long as

more people are offline than online, it is not possible

to talk about a global information society.”51 While

some of this divide is due to lack of mobile

broadband infrastructure (particularly in Africa),

other barriers include unaffordability of mobile

services, citizens’ lack of digital awareness and skills,

and unavailability of locally relevant content.52 In

some areas, moreover, a striking gender gap in

access to and use of ICTs has emerged.53

Bridging the digital divide requires increasing invest-

ment, transferring technology from the developed to

the developing world, and building the capacity of

developing countries to research and develop new

technologies. But because these technologies are

generally developed in the private sector rather than

by member states, multilateral efforts in this area

have been limited. Research and development of

new technologies are driven more by the market

than by lofty global goals, and multilateral negotia-

tions to improve global access to technology are

often difficult and slow.

Nonetheless, several new multilateral mechanisms

aim to increase transfer of technology to developing

countries. The Technology Facilitation Mechanism

for sustainable development was launched at the UN

Sustainable Development Summit in September

2015. This mechanism comprises: (1) a UN inter-

agency task team on science, technology, and

innovation for the SDGs; (2) an annual multi-

stakeholder forum on science, technology, and

innovation for the SDGs; (3) and an online platform
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for information on existing initiatives, mechanisms,

and programs.54 This mechanism has the potential to

facilitate access to technologies that will enhance

the implementation of the 2030 Agenda in

developing countries. As called for in SDG 17, the

General Assembly also established a Technology

Bank for Least Developed Countries in 2016, which

aims to build national and regional technological

capacities and facilitate the transfer of technologies

to the least-developed countries.55

In addition, in 2010 the Conference of the Parties to

the UN Framework Convention on Climate Change

established a Technology Mechanism to facilitate

development and transfer of technology to support

action on mitigating and adapting to climate change.

The Paris Agreement on climate change subse -

quently established a Technology Framework to

accelerate the innovation of technologies to facilitate

adaptation and mitigation and “provide overarching

guidance to the work of the Technology Mechanism.”

When it comes to peace operations, the emergence

of “technology-contributing countries” could help

narrow the technological gap between developed

and developing countries participating in peace -

keeping.56

Governing the Internet

Another divide faces the Internet itself: while the

Internet is regularly labeled a “global public good,”

there is growing recognition of the democratic

deficit in Internet governance. Questions around

governance of the Internet have been controversial,

in part due to its multi-stakeholder nature. Public

authorities have not played a major role in regulating

the Internet, leaving it largely to private regulation

by engineers and experts who have made major

decisions through unstructured procedures.57

Despite this lack of regulation, the existing system

has been remarkably successful; any changes to

governance of the Internet will need to preserve and

extend what is working well and avoid unintended

damage to stability, security, and accessibility.58

Ever since the WSIS process, a coalition of some

states and a wide range of nongovernmental organi-

zations has vocally opposed greater involvement by

governments in governing the Internet, whether by

individual states or multilateral organizations.

Criticisms focus especially on the lack of required

technical expertise among government officials, the

slow pace of discussions at the UN, and the potential

politicization of Internet governance.59

Nonetheless, a growing number of actors recognizes

that, depending on the issue and the stage of discus-

sions, there is space for multilateralism and involve-

ment of more stakeholders in Internet governance.

In addition, all stakeholder groups seem to be

increasingly realizing and recognizing that voices

from developing countries are underrepresented in

global Internet governance forums.60 As states

increasingly assert their sovereignty over the

Internet, it is important to disentangle what can be

decided locally and what needs to be decided

globally.

With the completion of the WSIS+10 in December

2015, questions regarding the role of the multilateral

system in governing cyberspace have gained a

particular salience. The WSIS+10 outcome document

Independent Commission on Multilateralism
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reaffirmed the provisions of the WSIS agreed in

Geneva and Tunis, including that governance of the

Internet should be “multilateral, transparent and

democratic” and should ensure “an equitable distri-

bution of resources, facilitate access for all and

ensure a stable and secure functioning of the

Internet, taking into account multilingualism.”61 The

WSIS had also agreed that all stakeholders should

be involved: states in assuming their “sovereign

right” of policy authority; the private sector in

developing the Internet; civil society, particularly at

the community level; intergovernmental organiza-

tions in coordinating public policy issues; and

international organizations in developing standards

and relevant policies.62 The WSIS+10 outcome

document also reaffirmed that “the same rights that

people have offline must also be protected online.”63

Establishing Laws and Norms for Cyberspace

While the potential use of ICTs for development,

governance, and peace has posed questions about

how to govern the Internet, issues related to

security—and to cybersecurity in particular—have

made these questions more urgent.64 As the barriers

to entry in the cyber domain are low, cyberspace

includes many and varied actors—from criminal

hackers to terrorist networks to governments

engaged in cyber espionage. Cybercrime and

cyberattacks can undermine the safety of Internet

users, disrupt economic and commercial activity,

and threaten military effectiveness.65 Moreover, more

widely available technologies such as mobile phones

and the Internet are increasingly used to support war

efforts by facilitating communication, influencing

public opinion, creating and teaching new warfare

techniques, gathering intelligence, and engaging in

cyberattacks.66

Though initiatives to create normative frameworks

for cyberspace have broken important ground,

considerable work is needed to develop norms on

offensive cyber action by states, including on

cyberespionage and responsibility of states for

actions emanating from their territory. The question

thus continues to be raised whether existing interna-

tional laws, even if applicable, are sufficient to deal

with cyber threats.

Both states and scholars have identified the need for

a new treaty to address cybersecurity.67 In 1998

Russia proposed a treaty governing cyber weapons

similar to those governing nuclear, chemical, and

biological weapons, but the proposal did not gain

significant support. Others have argued for a more

comprehensive treaty addressing cybersecurity.

This approach reflects existing regional efforts to

address cybercrime, including the 2001 Convention

on Cybercrime (also known as the Budapest

Convention) among Western states. This convention

requires parties to harmonize domestic criminal

legislation and promote international collaboration

in addressing transnational cybercrime.68

Any attempt to create new cybersecurity laws will

require policymakers to address several major

underlying issues. The first thing to consider is which

actors the laws will address. Most existing laws focus

on private actors without distinguishing between

their motives, but it may be best for a different set

of rules to apply when cyberattacks originate from

a state. There is also a question of whether to distin-
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guish between attacks by cybercriminals and attacks

by cyberterrorists.69 However, the seriousness of the

threat posed by cyberterrorism, as well as the use of

the term itself, remains controversial.70 In considering

this question, the UN Working Group on Countering

the Use of the Internet for Terrorist Purposes

concluded that cyberterrorism is not yet a threat

serious enough to warrant separate legislation.71

If policymakers put in place different rules for

different actors, they must be able to attribute each

act to determine which set of rules applies.

Attributing cyberattacks is difficult, however, and

simply determining an attack’s source may not be

enough to determine who is responsible. If govern-

ments are too careful to attribute, this could

undermine attempts to hold those violating laws

accountable.72

In developing new legal frameworks, policymakers

must address the relationship between cybersecu-

rity and human rights. Big data comes with signifi-

cant risks to human rights—not just the risk of

compromising privacy but also of threatening the

security of individuals if the data falls into the wrong

hands or of exacerbating conflict if the digital divide

parallels conflict cleavages.73 While in many deve -

loped countries the notion of data privacy revolves

around “the relationship between collection and

dissemination of data, technology, the public

expectation of privacy, and the legal and political

issues surrounding them,” in conflict areas privacy

can be a question of life or death.74

In addition, activists fear that grouping together

crimes merely committed on the Internet and those

for which the Internet is central, as in the Convention

on Cybercrime, opens the door to content controls.

This highlights questions about the extent to which

a new cybersecurity treaty would be able to

safeguard human rights around the world. Existing

guidance on human rights in the digital age

developed within the UN system or by international

NGOs would likely have to be included as part of any

such treaty.75

The International Committee of the Red Cross

(ICRC), UN OCHA, and UN Global Pulse have all

created guiding principles for privacy and protection

that could be incorporated into multilateral

normative or legal frameworks.76 The idea behind

these principles is not to overregulate the system,

which would be detrimental to cyber activists, who

can often thrive in environments hostile to real-world

grassroots movements; the goal is to address the

fact that “privacy, access, and use remain key

concerns for all actors looking to leverage big data

for different ends.”77 All stakeholders need to

establish checks and balances on the use of big data

to ensure human rights are protected.78

In addition to determining what new legal and
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normative frameworks are needed, policymakers

also need to consider how existing international law

applies to cyberspace. For example, growing interest

and contention around the so-called “duty to hack”

raises questions about the relationship between

cybersecurity and international humanitarian law.

International humanitarian law requires states to use

the least harmful military means available for

achieving their strategic objectives, which leads

some to identify cyber operations as the least

harmful response. Such cyber operations could help

avoid physical attacks that risk causing greater

damage and casualties, hence the “duty” to invest in

offensive hacking capacities.79

The UN has undertaken several initiatives to increase

the clarity of how existing international law applies

to cyberspace. One example is the work of the

consecutive Groups of Governmental Experts on

Developments in the Field of Information and

Telecommunications in the Context of International

Security, established under the auspices of the UN

General Assembly.80 Though initial progress was

slow, the third Group of Governmental Experts

reached a breakthrough when it unanimously

concluded that international law, particularly the UN

Charter, is applicable in cyberspace.81 This report is

widely seen as indicative of an emerging consensus

on the validity of applying existing international rules

to cyberspace and is being used as a reference

document in other multilateral organizations such as

the OSCE.

Another major initiative was the development of the

Tallinn Manual on the International Law Applicable

to Cyber Warfare. This manual was created by a

group of international law and cybersecurity experts

brought together by the NATO Cooperative Cyber

Defence Centre of Excellence to consider jus ad
bellum (the laws for engaging in war) and jus in bello
(international humanitarian law).82 Although the

manual is nonbinding and left a number of important

issues unresolved (e.g., where the threshold of

serious damage lies), the manual is considered an

important attempt to determine how international

rules apply to cyberspace.83

To complement legal approaches to securing

cyberspace, some have proposed putting in place

confidence-building measures. In this area, the OSCE

is developing confidence-building measures “to

enhance security and stability in the cyber domain

and reduce the risks of conflict stemming from the

use of [ICTs].” These include sharing information and

appointing governmental focal points on cybersecu-

rity.84 But ambitions on implementing confidence-

building measures vary greatly among different

organizations, and few concrete measures have been

implemented.

One potential confidence-building measure is the

“duty to assist,” which would impose a requirement

to assist victims (states or individuals) facing serious

harm. This would avoid the challenge of attribution,

as the severity of harm, rather than its source, would

determine whether to provide assistance.85 Building

on this concept, others have proposed a global

cyber federation of nongovernmental institutions

committed to providing independent, neutral, and

impartial assistance to the Internet and its users.

Using existing computer emergency response teams

and computer security incident response teams as

building blocks, this federation would aim to make

cyberspace safer and more secure.86 Both these
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proposals would seek to maximize the role of all

stakeholder groups rather than privileging state

interests, such as by aligning the efforts of the World

Federation of Scientists and of the UN to promote

the concept of “cyber peace.”87

Adapting to New Forms of Physical Warfare

Beyond cyberspace, policymakers must also

consider the relationship between international

humanitarian law and new forms of physical warfare.

Many technologically advanced weapons systems

are now available at relatively low cost, giving rise to

new forms of hybrid warfare.88 As in cyberspace,

new forms of physical warfare expose gaps and

shortcomings in international laws and norms.

This is particularly true for armed unmanned aerial

vehicles (UAVs), or drones. There is broad consensus

that the use of armed UAVs is not in itself illegal, but

there is no consensus on how to apply international

law on the use of force to UAVs. There is a risk that

armed UAVs could expand the geographical and

temporal boundaries of the use of force, and their

use by non-state actors raises further regulatory

challenges.89

Lethal autonomous weapons systems, or “killer

robots,” also raise serious questions about the

application of international humanitarian law. The

notion of decision making is at the heart of interna-

tional humanitarian law, and as these technologies

become more autonomous with little to no human

intervention, accountability becomes more difficult

to determine.

As in cyberspace, a considerable role can be

foreseen for the multilateral system in applying

existing international laws and norms to new forms

of physical warfare. For example, the UN special

rapporteur on extrajudicial, summary or arbitrary

executions and the UN special rapporteur on the

promotion and protection of human rights and

fundamental freedoms while countering terrorism

have both issued reports to clarify the applicability

of international law surrounding the use of armed

drones.90 In the wake of the Campaign to Stop Killer

Robots, in 2013 the UN Convention on Conventional

Weapons launched an annual Meeting of Experts on

Lethal Autonomous Weapons Systems involving the

UN and civil society. The 2016 meeting reflected a

general understanding that states should be held

accountable for the actions of such weapons in

accordance with international law.91
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The UN is eternally playing catch-up to a rapidly

evolving wave of technological change. Since these

new technologies are revolutionizing our societies,

the UN should also use them as agents of change to

promote its core objectives. That said, the UN should

be realistic in determining where it can be a norm

setter and where it is better suited to be a user. For

example, international governance of the Internet

has largely taken place outside of the UN. Since most

technological innovations have been developed by

the private sector and civil society, it is vital to

involve these actors in efforts to harness technology

as an enabler for positive change.

While it may be unrealistic to expect the UN to be at

the forefront of technological innovation, it has a

unique role to play in promoting dialogue, enabling

partnerships, highlighting best practices, and

supporting decision making and norm setting. The

UN is already undertaking this role in a number of

areas. Through the ITU and the implementation of

the 2030 Agenda on Sustainable Development, for

example, the UN is convening more dialogues and

increasing the number of partnerships on the links

between technology and sustainable development.

Through initiatives such as ICT4Peace, the private

sector and other stakeholders are becoming more

involved in the work of the UN. The fact that in May

2016 the vice-president of Microsoft was invited to

make a presentation to the Security Council during

a debate on counterterrorism, where not long ago

only member states and parties to the issue would

be welcome, is a step in the right direction. The UN

has also been active in supporting the recognition of

the Internet and big data as global public goods.

For the multilateral system, and the UN in particular,

to make progress on the range of issues touched

upon above, the UN and its member states should

take several important actions.

Consolidate a Multilateral Space for Innovation
and New Technology

The UN should help enable and consolidate the space

for all stakeholders, above all the private sector, to

meet and partner in addressing crosscutting

challenges. Many such forums already exist, but they

are spread throughout the UN system and are often

difficult to navigate, especially for non-state actors.

1. The secretary-general should identify a UN focal
point on cyber issues. With ongoing efforts to

improve cybersecurity through regional bodes

such as NATO, the Organisation for Economic

Cooperation and Development (OECD), the Asia-

Pacific Economic Cooperation (APEC), the

Organization for Security and Co-operation in

Europe (OSCE), the Organization of American

States (OAS), and the Council of Europe, there is

a risk of a plurality of regional initiatives without

global standards. The appointment of a clear UN

focal point on cyber issues would consolidate the

UN’s currently disjointed approach and make it a

more credible player on an issue that demands

greater international engagement.

2. The UN Secretariat should map UN venues
dealing with new technologies. By one count,

ten different UN bodies have dealt with cyber

issues since the 1990s, not including bodies such

as the UN Human Rights Council that have

started to address cyber issues in their specific

area of work.92 This piecemeal approach is
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confusing and spreads decision making and

consultation throughout the system while

excluding outside partners. Mapping the venues

where new technologies are being used could

identify good practices and needs, thereby

helping streamline and consolidate efforts to

more effectively use technology to achieve the

UN’s objectives.

3. The UN Secretariat should ensure coherence
among new mechanisms. The Technology Facili-

tation Mechanism for sustainable development,

the Technology Bank for Least Developed

Countries, and the Technology Framework for

climate change share the common goal of facili-

tating access to and transfer of technology to

developing countries. These new mechanisms

need to be connected to one another to

accelerate progress toward achieving the 2030

Agenda and the Paris Agreement without

duplicating efforts and competing for resources.

4. The UN Secretariat should create a “cyber and
innovation compact” with the private sector
and civil society. Nowhere is there a greater

need to fully recognize the role of civil society

and the private sector in the multilateral system

than in the area of technological innovation.

Inputs and expertise from these actors should be

accorded far greater pride of place across the

multilateral system. A formal forum for coopera-

tion with the UN would be a step in the right

direction.

Recognize the Internet and Big Data as Global
Public Goods

The UN should formally recognize the Internet and

big data as global public goods by developing

norms and new approaches to better address the

challenges and opportunities they present and to

ensure they are used for peaceful purposes.

5. Member states should recognize cyberspace as
a global public good. This could be done

through a General Assembly resolution declaring

that cyberspace should be used for “peaceful

purposes” in the interests of humanity.

6. Member states should establish a UN-guaran-
teed depository as a safe-keeper of big data.
Member states could mandate this body to help

collect, structure, and store data, especially from

regions where the infrastructure is not safe or

sufficient. Establishment of this body should

involve a multi-stakeholder process to create and

implement safeguards for the data, incentivize

the private sector to partner with the UN,

identify ways to overcome firewalls, agree on

protocols for extracting and sharing data as

needed, and enable data philanthropy.

7. The UN Secretariat should consolidate and
build its analytical capacity. The UN could help

provide greater analytical and statistical capacity

when member states lack it. This could facilitate

economic and social development and

contribute to gathering and analyzing necessary

data on climate change. This capacity already

exists but is currently spread throughout the

system.

8. The UN Secretariat and member states should
support and integrate confidence-building
measures. Based on the report of the Group of

Governmental Experts on cybersecurity, the UN

Secretariat, through its focal point on cyber

issues, should work with member states to

develop a strategic approach to implement

these measures. This approach could focus on

putting in place confidence-building measures at

the regional and subregional levels to ensure the

security and sustainability of cyberspace.
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